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1. Objectives

The primary goals of this IT Continuity Plan are to:

Minimize downtime and disruptions to educational and administrative
services.

Ensure the safe and swift recovery of IT systems.

Maintain compliance with regulatory standards such as the General Data
Protection Regulation (GDPR) and the Family Educational Rights and Privacy
Act (FERPA).

Preserve Newbold College's reputation.

By achieving these objectives, this plan aims to ensure seamless operations in the
face of unforeseen disruptions.

2. Scope

This plan applies to all critical IT systems at Newbold College, including:

Learning Management Systems (LMS): Platforms such as Moodle.
Administrative Systems: Enrolment, payroll, and finance operations.
Communication Tools: Email and VoIP services.

Data Storage Solutions: Network-attached storage (NAS) and cloud
platforms.

Networking Infrastructure: Wi-Fi and VPNs.

Cybersecurity Measures: Firewalls and intrusion detection systems.

3. Risk Assessment

Newbold College faces several risks that may disrupt IT operations:

Cyberattacks: Ransomware, phishing, and other malicious activities.
Natural Disasters: Floods, earthquakes, and severe weather.
Hardware and Software Failures: Malfunctions or misconfigurations.
Human Error: Mistakes that compromise system integrity.

Utility Failures: Power outages or network disruptions.

To mitigate these risks, the College employs advanced threat detection systems
and maintains regular backups.
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Impact Analysis:

e High Priority Systems: LMS platforms such as Moodle have a tolerable
downtime of fewer than 6 hours.

e Moderate Priority Systems: Administrative systems can tolerate up to 12
hours of downtime.

4. IT Continuity Team

The IT Continuity Team Collaborates with the College’s Crisis Management Team to
ensures effective responses to disruptions:

e IT Manager: Leads crisis decision-making, oversees infrastructure
restoration, and addresses cybersecurity incidents.

¢ Communication Officers: Provide updates to stakeholders during
incidents.

¢ Academic Representatives: Advocate for the needs of students and
faculty.

This collaborative structure ensures all critical aspects of IT operations are
addressed during a disruption. Additional expertise is co-opted as required to
address specific challenges.

5. Backup and Recovery Strategy

¢ Backup Protocols: Critical systems are backed up daily to NAS devices,
with Active Directory syncing to 0365.

¢ Recovery Objectives:
o LMS restoration: Within 6 hours.
o Administrative systems: Within 24 hours.

¢ Recovery Point Objective (RPO): Set at a maximum of 2 hours for
critical systems to minimize data loss.

These measures ensure a rapid and reliable restoration of IT services.



NEWBOLD

E_\\A COLLEGE

OF HIGHER EDUCATION

6. Disaster Recovery Plan
o Initial Assessment: Evaluate the scope and severity of the disruption.

e Activation: Deploy the IT Continuity Team and notify stakeholders via
predefined channels.

e Restoration Priorities: Focus on LMS platforms and communication tools
first.

e Post-Recovery Testing: Validate restored systems to ensure full
functionality.

¢ Communication: Provide status updates to students, faculty, and staff
throughout the recovery process. See 9 for communication channels.

7. Cybersecurity Measures

e Multi-Factor Authentication (MFA): Required for all staff to enhance
account security.

e 24/7 Monitoring: Continuous oversight of network infrastructure and real-
time alerts for potential intrusions.

These measures establish a strong defence against cyber threats.

8. Training
¢ IT Staff: Receive advanced training in system recovery protocols.

¢ Faculty and Staff: Equipped with guides for alternative communication
tools and basic incident management.

Regular training enhances the College’s preparedness and response capabilities.

9. Communication Plan

e Internal Coordination: IT staff collaborate via platforms such as Teams or
email.

e Stakeholder Updates: Delivered via email or phone.

e Cross-Team Efforts: The IT and Estates teams work together to mitigate
disruptions swiftly.

Clear and consistent communication ensures timely responses during incidents.
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10. Post-Incident Review
After resolving an incident:
e Conduct a review to identify lessons learned.

e Assess the effectiveness of the response and document areas for
improvement.

¢ Update the IT Continuity Plan based on findings.

Insights are shared with stakeholders to enhance future preparedness.

11. Governance and Compliance

This plan aligns with international standards, including:
e ISO 22301: Business Continuity Management.
e NIST SP 800-34: IT Contingency Planning.

Regular audits ensure compliance with data privacy laws such as GDPR and FERPA,
demonstrating the College’s commitment to operational excellence.

12. Continuous Improvement

The IT Continuity Plan is reviewed annually or after major incidents. Updates
reflect:

e Technological advancements.
e Emerging threats.
¢ Feedback from stakeholders.

This ongoing process ensures that Newbold College remains resilient in an evolving
digital landscape.



